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Abstract

Any relations among finite fields can be
transformed to a unique polynomial of one variable
using Galois Fields. In this paper, we explain
the design for a "Polynomial Transformer™ which
executes the transformation.

Polynomial Transformer consists of very sim=-
ple and iterative logic, and it is very suitable
for parallel and pipelined VLSI algorithm. Mor e~
over, three dimensional construction of a Polyno-
mial Transformer is possible. Thus, it serves as
an example of a typical three dimensional VLSI.

Its application can be found in Polynomial
Transformation, disturbance of data and so on.

1. Introduction

We have many application problems in manipulat-
ing n functions of m variables such as is done
with decoders, multiplexors, code transformers and
so on,

As an example, the truth table for a 1-bit full
adder 1s shown in Table t-1. Using Boolean alge-
bra, we can express the relations by two output
functions in the minterm form as follows:

{s = KBC;+EBL+ABT +2BCy (1-1)
Co, = ABCy+ABC{+ABT;+4BC;

Table 1-1 Truth table for a 1-bit Full Adder
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But in adopting the notion of Galois
fields [1][2], all the relations can be expressed
as the following unique polynomial of one variable
x [2].

£(x) 2 ¥3x+4o58%24,39%x3+, 46 x4+ ,30x54 ,5Tx6  (1-2)
where f(x)&GF(22 ), x&GF(23 ), o is the primi-
tive element of GF(20 ) and its indexing polynomi-
al is xP+x+1.

This method of using Galois fields has the ad-
vantage of manipulating some functions as a unique
function instead of n Boolean functions. In this
paper, we call this transformation from n func-
tions of m variables to a unique polynomial of one
variable x "Polynomial Transformation", and also
call the object which executes the Polynomial
Transformation "Polynomial Transformer"”.

First, we will show the algorithm of Polynomial
Transformation, and then show the construction
methoa of Polynomial Transformer suitable for
three dimensional VLSI algorithm which requires
the following four items.

1) Repetition of simple cells

2) Regularity of data and control flow

3) Parallel and pipelined processing

4) Few and simple contacts between layers
We will also show some applications.

2. Polynomial Transformation

Let us consider the relationships among m in-
puts and n outputs. We can correspond each m-
input vector (xq,Xxp,***,Xp ) to an element in
GF(2™ ) and each n-output vector (yq,¥2,°**,¥n )
to an element in GF(2h ), where
xi,yj€GF(2)(4=1,2,*++,m;3=1,2,°**,n).  The poly-
nomial according to the input-output functions 1is
given in the extension field GF(2l ), where 1 =
LCM(m,n), as follows:

<Theorem> [2]
Let a polynomial function be expressed as

f(x) = ao+a1x+a2x2+ cos tapxl (2-1)

where r=20.1
X €GF(28 ), y=f(x)E&GF(2h )
ajeGF(2l )  for 1=0,1,2,++,r
1 = LCM(m,n)




Then the coefficients {ag,ay,"**,ap } are ecalcu-
lated as follows:

This table shows the relationships among e‘xponent
(e), which we will call "E-expression", and the
polynomial expression of o , which we will call

ag = f(a”) (2-2) "pP-expression", The transformation from E-
expression to P-expression is called "E-P

aj = Z‘xr‘--if(x) for iz1,2,*++,r (2-3) transformation" and vice versa.
xECF(2%) Let g and vy be the primitive elements of

*
This theorem is based on the indeterminate

GF(23 ) and GF(22 ) respectively, which are both
subfields of GF(Z6 ). Then we can find relation-
ships among o, g and vy as follows:

coefficient method. The relation among 6 6
XEGF(20 ), y&G6F(2" ) and their extension field 2°=1 2°-1
GF(2l ) 1s shown in Fig.2-1. —3_ ;ij .

B = a2 Tl =q% , y =g = o2l (2.5)

-_ T~ GF(2%)

Ana from Table 2-1 the minimal polynomials of g
and Y result in the following:

83 = 1 +82' YZ = 1+v (2-6)

Table 2-2 and Table 2-3 show the cyclic represen-
tation of GF(23 ) with g and that of GF(22 ) with
y respectively, Using Table 2-2, Table 2-3 and
Eq.(2-5), we can rewrite Table 1-1 to Table 2-4,

GF(2™)

Table 2-2 The cyclic representation of GF(23)

( 3= 1 4g2)
Fig. 2-1 The relation among xE&GF(20), yeGF(2") - _
and GF(Z]') E-expression P-expression
-4 gl 82
<Example> —
- We will find a polynomial in Galois field which 8 0 0 0
expresses the relationships of Table 1-1. The 80 1 0 0
; minimal extension field of GF(23 ) and GF(22 ) is 8! 0 1 0 ]
GF(26 ) (1= 6 = LCM(3,2)). 82 o o 1 i
Let us choose x6+x+1 as the primitive polynomi- g3 1 0 1 i
al in GF(20 ), and o be the primitive element of g L 1 1 .
the polynomial x6+x+‘l‘, that is, absa +1=0. Table 85 1 1 0 4
2-1 shows the cyclic representation of GF(20), g5 0 1 1 1

Table 2-1 The ecyelic represengation of GF(26)
(o

=1+ a) Table 2-3 The cyclic representation of GF(22)
; e P e PR (Y= 14v)
= 000000 3. 101001 4
0 100000 3) 100100 - ) |
1 010000 33 010010 E-expression P-expression 3
2 001000 34 001001 Y0 y! 1
3 000100 35 110100
4 000010 3 011010 v~ 0 0
5 000001 37 001101 0 1
6§ 110000 3 110110 v 1 0 ]
7 011000 3 011011 yi 0 1
8 0011100 40 111101 2
9 000110 41 101110 M ! !
10 000011 42 010111
11 110001 43 111011
12 101009 4 101101
13 0101009 45 100110 Table 2-4 Truth tgble for a 1=bit Full Adder
14 001010 46 010011 inGF(zg)
15 000101 47 111001
16 11001 0 48 101100
17 011003 49 010110
18 111100 50 001011 INPUTS OUTPUTS
%g Hiii" 51 110101 poy o pos p
L 52 101010 o = _ _— =
21 110111 53 010101 0 _Bo 900100 Yo = %
22 101011 S4 111010 o C B —1l00]10— 40 - 4
23 100101 55 011101 @ = gl — 0190 10— y0 = L0
24 100010 56 111110 a18=82—-001 10 — 40 _ 0 g
25 010001 57 011111 27 3 Yy = ¢@
26 111000 58 111111 @ = B> — 10101 — 1 - 421
27 011100 59 101111 @l = gt 7113 11 — y2 o 42
0011109 60 100111 45 _ .5 1 21
29 000111 6l 100011 @ T B —110]01 —yl =
30 110011 62 100001 e = g6 011 01 —yl = 421




From the Theorem, the following polynomial
function should be obtained.

f(x)=a0+a1x+a2x2+a3x3+a4xu+a5x5+a6x6+a7x7 (2=7)

r=23-1=7
x €GF(23 ),
and aj &GF(26 )

where

y=f(x)EGF(22 )
for 1=0,1,2,++,7

From the Theorem and Table 2-4, we can calculate
the corresponding coefficients as follows:

ag = f(a®) = o
= 6y

SRS
(o™ )05(g=) + gao)ﬁf( a0) + {a 9)6£(a 9)
+ (o 18)6p(,18) 0Hoe(g2T) &

(a36)0r(436) + 4 ¥5)65(, 45) +(q54)6r(,5%)
amam+a0a°+a5“a0+u1°8a°+a162a21
+0216542,,270 214,324 ,21

o +a0 +05t4+q10845183,,291,,345

= 4 40040544445 +0574+06+03 94430
= 43

The others are calculated in the same way. Conse-
quently, the desired polynomial function is ob-
tained as Eq.(1-2).

3. Polynomial Transformer

the construc=-
of Polynomial Transformer which is

In this chaprter we will present
tion method

suitable for three dimensional VLSI algorithm.
The Polynomial Transformer for n functions of m
variables receives the function values
{£(a”),f( ao),"',f(azm'Z)} and produces the

coefficients {ag ,aq ,**,ap }, where r=z20-1,

For example, we will design the Polynomial
Transformer of four functions of four variables
considering the fabrication technology of three
dimensional VLSI. 1In this case, the corresponding
polynomial which we wish to obtain is presented as
follows:

f(x):ao+a1x+a2x2+a3x3+ ve +a15x15 (3=-1)
where x €GF(2% ), y=f(x)EGF(2% )
aj&GF(2% ) for 1=0,1,2,°*+,15
and ap= f”) (3-2)
aj= §]x15'%f(x) for 1=1,2,+++,15 (3-3)
x&GF(24)

Transformer may calculate
according to Eq.(3-2) and
Eq.(3-3) when sixteen values
{f(a™),r(d0 Y, o+, f(al®)} are given. And Eq.(3-
2) and Eq.(3=3) show that all the coefficients can
be calculated simultaneously so that Polynomial
Transformation is suitable for parallel process-
ing.

So, the Polynomial
sixteen coefficients

(Z_rn); 3o uoyssaadxa-g

Fig.3~1 shows the three dimensional block di-
agram of Polynomial Transformer which produces the
sixteen coefficients {ag ,ay ,***,aj5}. It con-
sists of three parts; (1) Input Queue, (2) Coeffi-
cient Calculator and (3) P-E transformer. We will
explain each part in detail.

Input

queus

Fig. 3-1 Block diagram of Polynomial Transformer
(1) Input Queue

This queue is provided to pass the input data
{r( al)} to every stage of Coefficient Calculator
described below, so that it should keep all the
system working synchronously. Input Queue 1is
necessary for the implementation, but it is not
essential for the transformation algorithm itself.

(2) Coefficient Calculator

Coefficient Calculator is the substantial body
of Polynomial Transformer. The coefficient calcu=-
lation requires sixteen stages, so that in arrang-
ing every stage to a separate layer, we can imple-
ment three dimensional Coefficient Calculator as

E™- Detector

1
— 4 tor a1 4,
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Fig. 3-2 The j-th stage of Coefficient Caleculator




E--Detector

(¢®)3 30 uotssaadxa-g

E-expression of
(us) 13

to the §th

Fig. 3-3 4 circuit diagram to calculate the 5th stage for ap

in Fig.3-1. Fig.3-2 shows the J-th stage of Coef-
ficient Calculator, which calculates the partial
sum  Me(@3=2)T5-1pG 3-2n  for  qa1.2,bee . qe.
Fig.3-3 shows the second row (i=2) of the fifth

stage gg:s), which calculates the partial sum
ne( o 3)131( L
Coefficient Calculator consists of some

modules: 1) E-Adder, 2) E-P Transformer, 3) P-
Adder, 4) E Detector and 5) F.F., E-Adder and P-
Adder perform the multiplication and addition of
elements in GF(2% ) respectively. E-P Transformer
is self-explanatory. The circuit diagram of E-P
Transformer is illustrated in Fig.3-4. Table 3-1
shows the correspondence between E-expression and
P-expression in GF(2“) where the indexing polyno~
mial is g'=1+a. E -Detector detects the o input
which is coded as (1 1 1 1) and truncates the
results of E-Adder. F.F is used similarly as In-
put Queue to pass the partial sum to the next
stage synchronously. The coefficient apg could be

. I —. -

*2

®
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Fig. 3-4 E-P transformer

stage
E-P transformer
from the 4th stage CLK

obtained directly as ag=f(q®) without calcula-
tion, but is treated in the same manner as the
others {aI 182 ,'°*ya15 } passing through 16
stages.

The first stage consists of only a E-P
Transformer of f( q®) for ag and ais. The other

fifteen stages are all the same as in Fig.3=-3.

(3) P-E Transformer
This Transformer transforms the output
of the Coefficient Calculator expressed by P-
expression to its E-expression, It is realized
similarly as the E-P Transformer described above.
P-E Transformer is not necessary if the coeffi-
cients may be out in the form of P-expression.

results

Table 3-1 The correspondence between E-expression
and P-expression in GF(2%)

( indexing polynomial : o¥= 1 44 )
E-expression P-expression

a 1111 000 0
af 0 0 0 0 10 00
al 0 0 0 1 0100
ol 001 9 0 010
ol 0 0 1 1 0 0 01
ot 0100 1100
as 010 1 0110
ab 011 0 0 01 1
o’ 01 11 1 101
al 1000 1 010
o? 1001 0101
o 1010 1110
ol 1 01 1 011 1
al 1100 1111
aB 110 1 1 011
ak 1110 1 0 01




4. Realization of Polynomial Transformer

In this chapter, we discuss the realization of
Polynomial Transformer shown in the last chapter.

First we must revise the Coefficient Calculator
to make it more compact and faster. In Fig.3-3,
E”-Detector, E-Adder and E-P Transformer can be
joined in a combinational network with 4-bit input
and 4-bit output because we can know the 4-bit in-
put to E-Adder (B4,Bp,B3,B)) previously. As the
result, Polynomial Transformer requires about
18900 logic gates or 87000 transistors in order to
be realized, This means that about 1180 1logic
gates or 5400 transistors should be arranged in
every layer.

From this fact and from the simplicity and the
iteration of the logic, Polynomial Transformer may
be easily realized as a typical three dimensional
VLSI. Fig.4~1 shows the 1layout pattern of the
14th layer of Polynomial Transformer ineluding
Coefficient Calculator and Input Queue with stan-
dard cell layout on C-MOS technology. The design
follows the layout rule shown in [3].

Polynomial Transformer requires about 120 A de~
lay to Polynomial Transformation where A means
the unit gate delay. But with pipelining, it re-
quires only 7aA delay to the transformation. This
enables Polynomial Transformer to be used as
real-time processing.

The layout pattern of the 14th layer
of Polynomial Transformer

5. Applications

Naturally Polynomial Transformer can be used
for Polynomial Transformation with real-time

parallel processing. But it also can be used for
the disturbance of data which can be used in some

fields such as substitution in cipher[4], random

number generation[5], hashing[6] and so on. 1In
this chapter we will show the method of data dis-
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turbance using Polynomial Transformer constructed
in tne former chapter. It can disturb 64-bit data
according to the following algorithm.

1) Divide 64-bit data into sixteen blocks of 4=
bit data

2) Set up the relations among 4-~bit inputs and
4-bit outputs using the results of 1)

3) Execute Polynomial Transformation using Poly-
nomial Transformer

4) Join sixteen coefficients of H4-bit data in

64-bit disturbed data

Fig.5-1 shows an example of data disturbance using
Polynomial Transformer. Fig.5-2 and Fig.5-3 shows

the usage ot Polynomial Transformer to substitu-
tion in cipher and random number generation
respectively.
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The data disturbance using Polynomial
Transformer

Fig. 5-1

6. Conclusion
In this paper, we have proposed Polynomial
Transformer and its construction method which is
suitable for three dimensional VLSI algorithm.
For an example, the layout design of Polynomial
Transformer with standard cell layout on C-MO3
technology 1is also shown. Needless to say, in the
use of Polynomial Transformation, Polynomial
Transformer can be used for real time data distup-
bance for substitution in cipher, random number
generation, hashing and so on.
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Fig., 5-2 The usage of Polynomial Transformer
to substitution in cipher
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Fig. 5-3 The usage of Polynomial Transformer
to random number generation
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